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Abstract The launch of the generative artificial intelligence (gen Al) application
ChatGPT by OpenAl launched artificial intelligence into public discourse and led to
a wave of mass uptake of this technology in organizations in the private sector. At
the same time, Al is increasingly incorporated into government functions and the
public sector. We propose that governments and the public sector can set an example
for the responsible use of Al technologies by following the principles of algorithmic
governance traditionally recommended to the private sector. Algorithmic gover-
nance has historically been defined in the literature as governance by algorithms, or
how artificial intelligence is used to make governance decisions and affect social
ordering. However, we take an alternative approach; instead, we conceptualize algo-
rithmic governance as the governance of algorithms. We summarize the risks of
generative Al use in governments and the public sector, then outline algorithmic
governance principles, a step-by-step approach to implementing algorithmic gover-
nance into government or public sector projects, opportunities for inter-sector col-
laboration, and conclusions.
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1 Introduction

The release of OpenAl’s ChatGPT marked a significant turning point, propelling
generative artificial intelligence (gen Al) into widespread public discourse and
accelerating its adoption within private sector organizations. While this surge in
interest is notable, it represents an acceleration of a trend evident over the preceding
decade. Key milestones include Google’s 2014 acquisition of DeepMind (Shu,
2014) and subsequent substantial investments in large language models (LLMs) by
major technology companies, including Microsoft and Google. The shift in termi-
nology from LLMs to “gen AL’ coupled with the capacity to generate diverse out-
puts, including language, visual, and audio content from user prompts, has further
increased user engagement. This accessibility has democratized access to Al and
amplified concerns about its potential misuse.

The governance of generative Al (gen Al) is a growing concern (Esposito & Tse,
2018). In the United States, regulatory discourse centers on the appropriate level of
intervention, considering the nation’s prominent role in gen Al development.
Conversely, European Union legislators are debating the applicability of existing Al
legislation to this emerging technology (Entsminger et al., 2023). Initial governance
efforts have prioritized labeling Al-generated video, audio, text, and images to miti-
gate the risk of public deception (Eastwood, 2024). These measures are, in part, a
response to the potential for computational propaganda, wherein state actors lever-
age Al to manipulate public opinion and disseminate disinformation (Harkiolakis &
Esposito, 2023). The ease with which gen Al can create realistic fake content neces-
sitates robust authentication and provenance tracking mechanisms.

The rising prominence of gen Al has amplified anxieties regarding its potential
adverse effects, prompting increased scholarly and industry focus on risk identifica-
tion and mitigation (Bird et al., 2023; Hacker et al., 2023) in the private sector as
well as in entrepreneurial ecosystems (Fergnani et al., 2020; Groth et al., 2015).
Simultaneously, Al is being progressively integrated into governmental operations
and the public sector (Engstrom & Ho, 2020), supporting decision-making, public
service delivery, policy formulation, and other functions. Applications span diverse
domains, including urban planning and transport, environmental regulation, welfare
planning, healthcare resource allocation, industry compliance, and energy manage-
ment (Henman, 2020). While government regulation of the Al industry has garnered
considerable attention, the internal governance of governmental Al usage to mini-
mize risks remains comparatively under-explored (Wirtz et al., 2020). This internal
governance is crucial, as governments must regulate Al in the private sector and
ensure its responsible use within their operations. A lack of internal governance can
lead to inconsistencies in policy and erode public trust. Furthermore, governments
are uniquely accountable for protecting citizen rights and ensuring equitable out-
comes when deploying Al in public services.
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2 The Risks of Gen Al in the Government

Artificial intelligence (Al) involves the capacity of machines to execute tasks typi-
cally requiring human intelligence (Copeland, 2024). While Al can mimic certain
cognitive functions, such as problem-solving and pattern recognition, it currently
lacks the capacity for human-level creativity, critical thinking, and empathy
(Montemayor et al., 2022; Preece & Celik, 2023). A key concern regarding Al
implementation in government is the potential for biased outputs. Because Al sys-
tems are trained on existing data, they can inherit and amplify biases and stereo-
types present within that data. This can lead to increased discrimination against
marginalized groups, exacerbating existing inequalities with significant economic,
social, and political ramifications (Skaug Setra, 2020).

A common example from the tech industry illustrates this issue: social networks
often employ algorithms that curate content based on user preferences, creating
“echo chambers” where individuals are primarily exposed to information reinforc-
ing their existing beliefs, thus contributing to polarization and potentially influenc-
ing political outcomes (Boulianne et al., 2020; Syeda, 2024). Within governments,
algorithmic bias has been identified as a potential driver of racial, gender, and socio-
economic discrimination (Henman, 2020). Predictive policing, which utilizes algo-
rithms and data analysis to forecast criminal activity and allocate law enforcement
resources, is a particularly contentious application. Critics argue that this technol-
ogy perpetuates racial bias by disproportionately targeting minority groups and
neighborhoods based on historical crime data (Diaz, 2021). While predictive polic-
ing has been primarily piloted in the U.S.A., several jurisdictions have recently
discontinued their programs due to these concerns (Lau, 2024).

A further prominent risk associated with generative Al is its potential to facilitate
the spread of propaganda and misinformation. The technology lowers the cost and
effort required to create and disseminate persuasive content that manipulates public
opinion (Yang & Roberts, 2023). Experts suggest that advancements in Al may lead
to the development of chatbots and other interfaces trained on private knowledge
bases explicitly designed to generate tailored narratives for specific target groups
(Sedova et al., 2021). Chatbots, in particular, pose a significant threat due to their
potential for disseminating persuasive misinformation. Utilizing Al for this purpose
presents lower risks compared to other methods while simultaneously ensuring the
source (the AI) remains impervious to persuasion or manipulation (Lombardo, 2021).

Despite these documented risks, the development and deployment of Al across
the private, public, and third sectors continue to accelerate at an unprecedented pace
(Jonk & Iren, 2021). Generative Al projects attract substantial investment and
resource allocation from government and private entities. However, this rapid devel-
opment necessitates careful guidance informed by ethical principles. Addressing
the abovementioned risks and mitigating potential worst-case scenarios of this tech-
nology requires careful consideration (Henman, 2020). Algorithmic governance
offers a promising framework in this context. This rapid expansion of Al adoption
and the increasing sophistication of generative Al models create a sense of urgency
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for establishing robust governance frameworks. Without such frameworks, the
potential for unintended consequences, from algorithmic bias to the spread of mis-
information, becomes significantly amplified.

The substantial investment in generative Al underscores the perceived potential
of this technology to transform various sectors. Governments are exploring its use
in public service delivery and policy analysis, while private companies see opportu-
nities for increased efficiency and innovation. However, this investment should not
be solely driven by technological possibilities but also by a thorough understanding
of the ethical and societal implications.

A balanced approach is needed, one that fosters innovation while simultaneously
safeguarding against potential harms. This requires proactive measures, including
risk assessments, ethical guidelines, and ongoing monitoring of deployed Al sys-
tems. Furthermore, it necessitates a multi-stakeholder approach involving technolo-
gists, policymakers, ethicists, legal experts, and public members to ensure that Al
development and deployment align with societal values and public interest. The
development of clear ethical guidelines and standards for AI development is crucial
to ensure responsible innovation and prevent the misuse of this powerful technology.

3 Algorithmic Governance for Governments
and the Public Sector

As we conceptualize it, algorithmic governance entails effectively implementing
practices and rules governing algorithm design, construction, use, and deployment
within Al systems (Esposito & Tse, 2024). We propose that algorithmic governance
focuses on establishing measures to ensure two fundamental conditions: (a) that
algorithms function as intended and (b) that they are protected from errors and
inherent social, economic, and political risks, including legal noncompliance and
the perpetuation of bias and discrimination. Any algorithmic governance program
must adhere to relevant local and international laws and regulations concerning
Al While ethical AI guidelines and charters developed by the private sector can
serve as a starting point, they often require further development to adequately
address AI’s political and economic implications (Attard-Frost et al., 2023). These
guidelines, while valuable, usually lack the teeth of legal enforceability and may not
fully address the specific needs and contexts of the public sector.

Effective algorithmic governance necessitates the integration of diverse perspec-
tives from academia and industry, including fields such as anthropology, sociology,
political theory, and data science, to ensure a comprehensive and robust approach
(Larsson, 2020). Government and public sector organizations must carefully con-
sider their duties, obligations, and rights concerning the generative Al they intend to
design or implement and end-users’ needs. Furthermore, other stakeholders, such as
different public sector agencies, other governmental bodies involved in the same
project, and any private partners contributing to the technology’s development or
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deployment, must be considered (Wang & Cui, 2022). This multifaceted approach
acknowledges that Al systems operate within complex social and political contexts,
and their development and deployment must be sensitive to these contexts.

Data collection and analysis are essential components of algorithmic governance
and should be integrated into every phase of an Al project (Ernst & Young, 2023).
Quantitative and qualitative evidence are crucial for informing Al systems’ design,
deployment, and refinement to maximize benefits and minimize risks. Data and
evidence are necessary to understand the real-world problem the Al aims to address;
to guide effective technical development (including representativeness and sam-
pling tests, algorithmic training, computer programming, and algorithm validation);
to assess the effectiveness of Al deployment and citizen usage; and to facilitate
iterative improvements through agile methodologies. This data-driven approach
ensures that Al systems are developed and deployed based on evidence rather than
assumptions and that their performance is continuously monitored and improved.

Government and public sector agencies should adopt a combined top-down and
bottom-up approach. A top-down approach involves establishing a steering commit-
tee to provide project oversight, with project managers implementing specific prac-
tices down the organizational hierarchy to achieve project goals (Pastor-Escuredo &
Treleaven, 2021). Conversely, a bottom-up approach empowers all staff members
and end-users to provide feedback and actively participate in the project from devel-
opment to deployment (Bruce et al., 2024). A common pitfall in algorithmic gover-
nance projects is over-reliance on one approach at the expense of the other. A
balanced approach is essential to ensure that the project minimizes risks and maxi-
mizes benefits for all stakeholders. The top-down approach provides structure and
direction, while the bottom-up approach fosters inclusivity and ensures that the Al
system meets the needs of its users.

While a hierarchical approach is essential to Al governance, transparency is even
more critical. Regardless of whether a project involves explicitly generative Al, all
Al initiatives must incorporate checks and mechanisms to ensure transparency
throughout their lifecycle (Coglianese & Lehr, 2019). The opacity surrounding
algorithmic operations is a well-documented issue (Katzenbach & Ulbricht, 2019).
Governments and the public sector can demonstrate best practices in embedding
transparency within algorithmic projects while fostering inter-stakeholder collabo-
ration through transparent knowledge sharing (Campion et al., 2022). Transparency
should encompass the datasets used for training, the source code, and the criteria
employed in algorithmic training. Making these elements open source and publicly
accessible can bolster citizen trust in government generative-Al projects, provided
that doing so does not compromise national or international security (Coglianese &
Lehr, 2019). This level of transparency allows for public scrutiny and helps to build
trust in the government’s use of Al
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4 Practical Steps Towards Algorithmic Governance

Initially, the government or public sector agency should establish an ethics commit-
tee, either internal or external, to oversee the algorithmic governance of the project.
A dedicated committee facilitates a more streamlined process, allowing project
team members to focus on their respective specialized tasks (Janssen et al., 2020).
This committee should develop a structured plan for integrating algorithmic gover-
nance into each stage of the generative Al project. All phases must be considered,
from initial planning and design/technical specification through testing/beta to final
deployment.

A risk assessment, encompassing ethical, reputational, technical, and scientific
risks, should be conducted and tracked throughout the project lifecycle. Following
establishing the project’s fundamental structure, the committee should develop a
charter or framework outlining the project’s guiding principles and highlighting any
potential areas of concern or contention requiring ongoing attention. This charter
should be a living document, subject to review and revision as the project evolves
and new risks or ethical considerations emerge. It should also clearly define roles
and responsibilities related to Al governance.

One prominent example of a successful ethics steering committee in the public
sector is the UK Centre for Data Ethics and Innovation (CDEI), which was estab-
lished to guide the UK government on issues related to the responsible deployment
of Al. This Centre played a crucial role in shaping policies related to bias mitiga-
tion, fairness, and algorithmic transparency. The CDEI operates as an independent
entity, which allows it to engage with projects across government departments and
ensures that its recommendations do not serve changing political agendas but rather
the common public interest. In 2020, their landmark report on algorithmic bias in
policing and recruitment spurred the widespread implementation of bias-detection
measures in public sector agencies planning to deploy Al models (Centre for Data
Ethics and Innovation [CDEI], 2020).

The CDEI is a prime example of how an independent ethics committee or body
can ensure sector-wide ethical adherence, spreading beyond advisory functions to
more advanced bias auditing, impact assessment, and general oversight of algorith-
mic decision-making. The CDEI’s success highlights the importance of indepen-
dence and a broad mandate for such bodies. They should not be limited to providing
advice but should have the authority to conduct audits, assess impacts, and enforce
ethical guidelines. Furthermore, their work should be transparent and publicly
accessible to ensure accountability. Other governments are looking to models like
the CDEI as they consider how to establish similar bodies to guide their own Al
governance efforts.
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4.1 Planning Phase

In the initial planning phase, the government or public sector agency must clearly
define the problem that the Al system will address. This problem should be thor-
oughly investigated from multiple perspectives, including social, economic, politi-
cal, security, and international relations, and supported by robust data and evidence.
Critically, the agency must assess whether generative Al is the most appropriate
solution or if a less expensive, safer, or more accessible alternative could achieve
comparable results (Bruce et al., 2024). Developing technology for its own sake can
misallocate public resources and create ineffective or irrelevant programs. This
assessment should be documented and publicly available to ensure transparency and
accountability.

This initial assessment should be overseen by an independent ethics body, simi-
lar to the CDEI, which plays a key role in guiding government Al deployment and
shaping policies on algorithmic transparency, fairness, and bias mitigation (CDEI,
2020). These bodies, operating independently to ensure objectivity and public inter-
est focus, should not only advise but also conduct impact assessments, bias audit-
ing, and oversee algorithmic decision-making in public services, much like the
CDETI’s work on algorithmic bias in recruitment and policing, which prompted pub-
lic sector agencies to implement bias-detection measures (CDEI, 2020). Establishing
such independent bodies is crucial for responsible Al governance, ensuring ethical
considerations are at the forefront of Al development and deployment (Zuiderveen
Borgesius et al., 2016). These bodies should be able to access all relevant data and
information necessary to conduct their work effectively.

Suppose generative Al is deemed the optimal solution. In that case, the steering
or ethics committee should identify a comparable use case, preferably from the
private or third sector, and analyze its governance framework, paying particular
attention to how issues such as transparency, ethics, and risk mitigation were
addressed (Ernst & Young, 2023). This exemplary case can serve as a best-practice
model for implementing effective governance. Conversely, examining the use case
can highlight areas where governance was deficient or lacking, providing valuable
insights for improving the government or public sector project and achieving higher
standards. This comparative analysis should be documented and used to inform the
development of the government’s Al project.

A preliminary risk assessment is crucial to ensure any ethical concerns are thor-
oughly investigated and accounted for before complex Al applications are devel-
oped. Canada has been leading the way in this area with its Directive on Automated
Decision-Making (DADM), introduced in 2019, to guide public sector agencies in
analyzing the risks and impact of Al projects before they are deployed. The DADM
mandates that any public sector agency wishing to deploy an Al-based project must
first conduct an Algorithmic Impact Assessment, which categorizes the project
according to risk level (Treasury Board of Canada Secretariat, 2023). Stricter over-
sight is required on higher-risk projects, such as law enforcement, social benefits, or
immigration. Al is compared against human-led approaches; alternative solutions
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are prioritized if the latter outperforms the former. This approach aligns with the
growing recognition of the importance of algorithmic impact assessments in ensur-
ing responsible Al development (Hagendorff, 2020). The results of these assess-
ments should be made public to foster transparency and allow for public input.

4.2 Business and Technical Specification Phase and Testing/
Beta Phase

During the business and technical specification and testing/beta phases, government
and public sector agencies must carefully evaluate the Al system’s risks, benefits,
and overall impact (Bruce et al., 2024). This comprehensive evaluation extends
beyond financial costs to encompass environmental impact, stakeholder literacy,
and algorithmic explainability. For instance, while public technology projects are
often assessed regarding financial costs, their ecological impact is frequently under-
analyzed. This includes considering the extraction and import of raw materials for
hardware and the computing power and energy consumption associated with soft-
ware, particularly during algorithm training and operation (Esposito et al., 2023).
For example, the carbon footprint of training large language models can be substan-
tial, requiring careful consideration of energy sources and optimization strategies
(Strubell et al., 2020).

Agencies should also assess and enhance the technical literacy of their stake-
holders. Public sector employees who will be involved in the project or utilize the
final product may require reskilling and upskilling initiatives (Diaz & Halkias,
2021; Diaz et al., 2022; Halkias et al., 2020), while citizen users may benefit from
public awareness campaigns in media and educational venues (Bruce et al., 2024).
Consider the rollout of a new Al-powered benefits system; staff would need training
on how to use the system effectively, while citizens would need to understand how
their data is used and how to appeal decisions. This also includes accessibility con-
siderations for users with disabilities.

Explainability calculations are crucial during this stage for mitigating the risk of
bugs, errors, and bias in the developing algorithm, thereby enhancing transparency
and managing the variability of its responses (Rabiul Islam et al., 2020).
Explainability calculations employ statistical methods to analyze and control the
operational logic of an algorithm. These methods should be systematically applied
before, during, and after algorithmic training, beginning with the training datasets
(Alikhademi et al., 2021). This tool can help ensure that algorithms do not exhibit
biased responses based on factors such as race and gender, a problem frequently
observed in facial recognition algorithms (Alikhademi et al., 2021). For example,
the COMPAS system used in the U.S. criminal justice system to predict recidivism
has been shown to exhibit racial bias, even when race is not explicitly included as a
variable in the algorithm (Angwin et al., 2016).
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Explainability calculations could have been used to identify and mitigate this
bias during the development and testing phases. Similarly, Amazon abandoned its
Al recruiting tool after discovering it discriminated against women. Again, rigorous
testing and explainability analysis could have revealed and addressed this issue
before deployment. These examples highlight the critical importance of thorough
evaluation and explainability throughout the Al development lifecycle. The devel-
opment of robust explainability methods remains an active area of research (Doshi-
Velez & Kim, 2017). Furthermore, explainability should be tailored to the audience.
Technical users may require detailed information about the algorithm’s inner work-
ings, while nontechnical users may need more straightforward explanations of how
the Al system arrives at its decisions.

4.3 Deployment Phase

Finally, during the deployment phase, the Al system and public perception of it
must be carefully monitored and analyzed, with necessary adjustments made to
address any technical issues, usability problems, or ethical concerns that arise
(Bruce et al., 2024). An agile software development approach is particularly valu-
able in this context. Agile methodologies emphasize continuous feedback from end-
users to ensure that the software meets their needs and to identify any problems with
the final product (Alsaadi & Saeedi, 2022). This approach also involves iterative
refinement, starting with a minimal viable product and adding features incremen-
tally based on user feedback. Public generative Al projects can be piloted or released
in beta versions, allowing the government or public sector agency to assess the AI’s
effectiveness and make necessary adjustments before the final release (Bruce et al.,
2024). Post-deployment features can be added, and corrections can be implemented
through updated versions. This iterative process allows for continuous improvement
and adaptation to real-world conditions. This also enables rapid responses to unex-
pected issues or changes in user needs.

For example, the initial rollout of the UK government’s online system for visa
applications encountered significant usability problems, causing frustration and
delays for applicants. An agile approach, incorporating user feedback and iterative
improvements, would have been beneficial in addressing these issues more effec-
tively (Garth Coates Solicitors, n.d.). Similarly, implementing predictive policing
algorithms in several U.S. cities has raised concerns about bias and discriminatory
targeting. Continuous monitoring and analysis of the algorithm’s performance and
community feedback are crucial to identifying and mitigating these ethical concerns
(Lum & Isaac, 2016). A static, “launch and leave” approach to deployment is not
appropriate for complex Al systems that can have a significant social impact. These
examples highlight the need for ongoing evaluation and adaptation, particularly in
high-stakes applications of AL

Furthermore, post-deployment monitoring should include technical performance
metrics and public perception and acceptance of the Al system. Public trust is
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essential for adopting AI in government services (Organisation for Economic
Co-operation and Development [OECD], 2019). Surveys, focus groups, and social
media analysis can provide valuable insights into how the public perceives the Al
system and identify any concerns or misunderstandings. This information can then
inform communication strategies and make necessary adjustments to the sys-
tem itself.

For instance, if a facial recognition system is perceived as invasive and a threat
to privacy, the government might need to revise its data collection and usage poli-
cies or implement stronger transparency measures to address public concerns. The
ongoing evaluation and adaptation of Al systems in the public sector are essential
for ensuring their effectiveness, fairness, and societal acceptance. This includes
technical adjustments and addressing Al deployment’s social and ethical implica-
tions. Responsible Al development requires ongoing dialogue with the public to
understand their concerns and build trust (Bateman, 2020). This dialogue should be
proactive and inclusive, seeking diverse community and stakeholder input.

5 Collaboration and Partnerships

Algorithmic governance initiatives within government and the public sector offer
significant opportunities for collaboration and partnerships with the private and
third sectors (Janssen et al., 2020). Such alliances can enhance reputation and alle-
viate administrative burdens and workloads for agencies and departments facing
staffing or resource constraints [30]. For example, data collection and analysis can
be outsourced to independent research institutions, private technology companies
can provide initial software for development, and specialized consulting firms can
offer tailored guidance. Inter-sector partnerships can also promote innovation and
knowledge sharing (Carbonara & Pellegrino, 2020). This collaborative approach
allows public sector agencies to leverage the expertise and resources of external
partners, accelerating development and improving the quality of Al systems.

One example of successful public-private partnerships in Al governance is the
collaboration between the City of Amsterdam and private tech companies to develop
algorithms for social good. The city partnered with organizations like the Amsterdam
Data Science Initiative to develop Al tools for addressing traffic congestion and
social inequality. This collaboration allowed the city to access cutting-edge technol-
ogy and expertise while ensuring that the development and deployment of these Al
systems aligned with ethical principles and public values. This type of collaboration
is increasingly recognized as crucial for effective Al governance (Hagendorff,
2020). Another example is government agencies’ use of private-sector cloud com-
puting platforms. By leveraging existing infrastructure and expertise, governments
can reduce costs and accelerate the deployment of Al-powered services. However,
such partnerships also require careful consideration of data security, privacy, and
vendor lock-in. As these partnerships become more common, best practices for
managing risks and ensuring accountability are being developed (OECD, 2019).
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Several international Al governance initiatives provide research guidelines and
facilitate inter-sector collaboration to achieve the highest governance standards. A
prominent example is the World Economic Forum’s Al Governance Alliance. This
initiative convenes government, third-sector organizations, industry, and academia
experts to research, advocate for, and develop guidelines for designing and imple-
menting responsible generative Al systems (World Economic Forum, n.d.). The alli-
ance focuses on three workstreams: responsible applications and transformation,
resilient governance and regulation, and safe systems and technologies (World
Economic Forum, 2024). Its open-access resources include a briefing paper series
and numerous reports, articles, and videos. The Organisation for Economic
Co-operation and Development’s (OECD’s) Principles on Artificial Intelligence
(OECD, 2019) are another essential example, providing a set of guidelines for the
responsible development and use of Al. These principles emphasize human-centered
values, fairness, transparency, and accountability.

Beyond these high-level initiatives, sector-specific collaborations are also emerg-
ing. For instance, partnerships between hospitals, research institutions, and technol-
ogy companies in the healthcare sector drive innovation in Al-powered diagnostics
and treatment. These collaborations often involve sharing data and expertise to
develop and validate Al algorithms. However, ensuring that these partnerships
adhere to strict ethical guidelines and protect patient privacy is crucial. Data sharing
in healthcare requires robust privacy safeguards and ethical oversight (Mesko et al.,
2018). Similarly, in the financial sector, collaborations between banks and fintech
companies explore using Al for fraud detection and risk assessment. These partner-
ships can lead to more efficient and effective financial services, but they also raise
concerns about algorithmic bias and the potential for discriminatory outcomes.
Therefore, robust governance frameworks are essential to guide these collabora-
tions and ensure they serve the public interest (OECD, 2019).

6 The Role of Polycentric Governance

Polycentric governance offers a valuable framework for navigating the complexities
of governing generative Al-based and algorithm-based projects in government. As
noted by the Digital Commons Governance Project at Harvard University (n.d.),
polycentric governance recognizes that multiple centers of authority, both public
and private, operate at different levels and interact to govern a particular domain. In
the context of Al, this means acknowledging that governance is not solely the
responsibility of government agencies but also involves private sector actors, civil
society organizations, technical communities, and individual citizens. This distrib-
uted approach is particularly relevant for Al due to its rapid evolution, its diverse
applications across sectors, and the inherent uncertainties and ethical dilemmas
it poses.

This approach draws heavily from the work of Elinor Ostrom (1990), a Nobel
laureate who studied how communities manage common-pool resources, like
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forests or fisheries. Ostrom demonstrated that centralized, top-down control is not
always the most effective way to govern shared resources. Instead, she found that
complex systems can be successfully managed through polycentric governance,
where multiple, overlapping jurisdictions and organizations interact to create rules
and enforce them.

Ostrom’s work on the commons provides a valuable lens for understanding Al
governance. Just like a physical commons, Al can be seen as a shared resource that
requires careful management to prevent overuse, degradation, and inequitable dis-
tribution of benefits. The “digital commons” (Hess & Ostrom, 2006) further extends
this idea to the digital realm, encompassing data, algorithms, software, and other
digital resources that are collectively owned or managed. Al, particularly generative
Al often relies on large datasets, many drawn from the digital commons. Therefore,
effectively governing Al requires considering its impact on the digital commons and
ensuring its development and use are consistent with open access, shared benefit,
and democratic participation. A polycentric approach to Al governance recognizes
the interconnectedness of different actors and interests involved in the digital com-
mons. It seeks to create compelling and legitimate governance mechanisms that
foster collaboration and communication among diverse stakeholders, promote
transparency and accountability, and ensure that Al systems are developed and used
to benefit society.

While the concept of the digital commons is still evolving in the context of Al
governance, several real-world examples illustrate its potential. One example is the
development of open-source datasets and Al models. Communities of researchers
and developers contribute to shared repositories, making these resources available
for others to use and build upon. This fosters innovation and democratizes access to
Al technology (Richardson, 2025). For instance, large language models like those
used in generative Al are often trained on massive datasets scraped from the web,
raising questions about ownership and usage rights (Chai, n.d.). However, some
efforts are underway to create curated, ethically sourced datasets that could be con-
sidered part of the digital commons.

Another example is the development of open standards and protocols for
Al These shared technical specifications facilitate interoperability and prevent ven-
dor lock-in, promoting a more open and competitive Al ecosystem. Organizations
like the Partnership on Al are working to develop such standards, fostering collabo-
ration among different stakeholders (Moltzau, 2020). Furthermore, initiatives pro-
moting data transparency and algorithmic explainability can be seen as contributing
to the digital commons. By making data and algorithms more accessible and under-
standable, these initiatives empower citizens and civil society organizations to scru-
tinize Al systems and hold them accountable. This increased transparency
strengthens democratic participation in AI governance and helps ensure that Al sys-
tems are developed and used in the public interest (Dittmar, n.d.). These examples,
while still nascent, point towards a future where the principles of the digital com-
mons play a more prominent role in shaping the governance of Al

A polycentric approach to Al governance in government can involve several key
elements. First, it necessitates the establishment of clear roles and responsibilities
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for different actors involved in the Al lifecycle, from data collection and algorithm
development to deployment and monitoring. This can include government agencies
setting standards and regulations, private sector companies developing and imple-
menting Al solutions, and civil society organizations providing oversight and advo-
cacy. Second, polycentric governance emphasizes collaboration and coordination
among these diverse actors (Yadav et al., 2024) and is achieved through multi-
stakeholder platforms, public-private partnerships, and open forums for dialogue
and knowledge sharing. As Ginsburg (2024) argues in Forbes, effective Al gover-
nance requires a “telegraph revolution,” a rapid and widespread communication and
coordination among stakeholders.

Third, polycentric governance promotes experimentation and learning (Yadav
et al., 2024). Different approaches to Al governance can be tested and evaluated,
allowing for adaptation and improvement over time. This is particularly important
in the rapidly evolving field of AI, where best practices are still emerging. Fourth,
polycentric governance recognizes the importance of local context. Al governance
frameworks should be flexible enough to accommodate different communities and
sectors’ specific needs and values. As the Laguna Health roundtable discussion
(Laguna Health, 2024) highlights, the healthcare sector, for example, requires spe-
cific Al governance considerations related to patient privacy, data security, and
clinical safety. Finally, polycentric governance emphasizes accountability (Yadav
et al., 2024). Mechanisms should be in place to ensure that all actors involved in Al
development and deployment are held responsible for their actions, including inde-
pendent audits, public reporting requirements, and legal recourse for individuals
harmed by Al systems. By embracing a polycentric approach, governments can cre-
ate more robust, adaptable, and legitimate Al governance frameworks that effec-
tively address the challenges and opportunities presented by this transformative
technology.

Several examples illustrate the practical application of polycentric governance in
Al One is the Partnership on AI, a multi-stakeholder organization that brings
together a diverse range of actors, including technology companies (e.g., Google,
Microsoft, Meta), civil society groups (e.g., ACLU, Access Now), and academic
institutions, to address the ethical and societal implications of Al. The Partnership
on Al serves as a platform for collaboration, knowledge sharing, and the develop-
ment of best practices for responsible Al development and deployment (Partnership
on Al n.d.). It exemplifies the polycentric approach by involving actors from differ-
ent sectors and levels of authority in shaping the future of Al governance (Thiel,
2023). While not a government-led initiative, its influence on government policy
and industry practices is significant. It provides a forum for diverse perspectives to
be heard and contributes to developing shared norms and standards.

Another successful example is the Montreal Declaration for Responsible
Al This declaration, developed through a broad public consultation process involv-
ing academics, civil society organizations, and citizens, articulates ethical principles
for Al development and use (Montreal Declaration Responsible Al, 2025), empha-
sizing human dignity, fairness, transparency, and accountability. The Montreal
Declaration is not a legally binding document, but it serves as a moral compass for
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Al development and has influenced policy discussions at both national and interna-
tional levels. This example demonstrates the polycentric nature of Al governance by
involving a wide range of stakeholders in developing ethical guidelines. It also high-
lights the importance of public engagement in shaping the future of Al. The declara-
tion’s influence on policy underscores the power of collaborative, multi-stakeholder
initiatives to shape the Al landscape and is a testament that governance can emerge
from various centers of authority, not just government (Zhang, 2024).

7 Conclusion

Generative Al offers transformative potential for government and public sector
operations, but like any emerging technology, it presents inherent challenges.
Generative Al carries significant social, ethical, economic, and legal implications
that must be carefully considered during development and deployment in any sector
(Hacker et al., 2023). While it can enhance efficiency and drive innovation within
government and the public sector, it also demands stringent governance and ethical
oversight (Campion et al., 2022). This disruptive technology can automate adminis-
trative processes, generate predictive models, and perform other valuable functions.
Still, it also carries the potential to sow societal discord, perpetuate bias and dis-
crimination, and infringe upon citizens’ privacy (Skaug Satra, 2020). For example,
generative Al for creating public service announcements could be misused to spread
misinformation or propaganda, undermining public trust in government communi-
cations. Similarly, Al-powered predictive policing tools could exacerbate existing
biases in the criminal justice system, disproportionately targeting marginalized
communities and eroding trust in law enforcement. The potential for misuse also
extends to other areas, such as welfare distribution, where biased algorithms could
deny individuals access to essential services.

The principles of algorithmic governance provide a valuable framework for gov-
ernments and the public sector to ensure that Al projects adhere to norms of trans-
parency and accountability. A practical, phased approach to algorithmic governance
should emphasize evidence-based decision-making, robust risk management, multi-
stakeholder engagement, and inter-sector collaboration. This comprehensive strat-
egy can ensure that public generative Al projects enhance, rather than erode, citizen
trust in public institutions while maximizing societal benefits and minimizing harm.
Transparency is crucial; citizens should understand how Al is being used in govern-
ment and have avenues for redress if they believe an Al-driven decision has unfairly
impacted them. Understanding the data used to train the Al, the logic behind its
decision-making processes, and the potential for bias in the system. Without this
transparency, citizens cannot hold governments accountable for using Al

Accountability mechanisms are also essential, ensuring that individuals and
organizations are responsible for the outcomes of Al systems, which require clear
lines of responsibility and established procedures for investigating and addressing
harms caused by Al It also necessitates ongoing monitoring and evaluation of Al
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systems to identify and mitigate potential risks. Furthermore, ethical guidelines and
regulations are needed to govern the development and deployment of Al in the pub-
lic sector, ensuring that it aligns with democratic values and protects fundamental
rights. The development of these guidelines should involve broad public consulta-
tion to ensure that they reflect societal values and concerns. Finally, public educa-
tion and awareness campaigns are crucial to inform citizens about the use of Al in
government and empower them to participate in the governance process. Building
public trust in a government’s use of Al requires a proactive and transparent
approach that prioritizes ethical considerations and ensures accountability.

8 Recommendations for Future Research

However, further research is needed to explore algorithmic governance in real-
world government and public sector settings. Empirical studies can offer valuable
insights into the practical application of algorithmic governance principles, particu-
larly in specific domains such as citizen services, resource allocation, and interna-
tional relations (Jonk & Iren, 2021). Future research could also investigate how
national and geographic contexts, funding and resource allocation, and citizen atti-
tudes and reception influence the governance of public generative Al projects
(Kuziemski & Misuraca, 2020). For instance, comparative studies could examine
how different countries approach the regulation of Al in healthcare or education,
considering variations in cultural values, legal frameworks, and political systems.
Such research could identify best practices and inform the development of tailored
governance models. This includes exploring the role of different regulatory
approaches, from self-regulation to binding legislation.

Research could also explore the impact of public awareness campaigns on citi-
zen acceptance of Al-driven government services. Understanding how different
communication strategies affect public perception and trust in Al is crucial for fos-
tering responsible Al adoption. This could involve investigating the effectiveness of
various messaging approaches, the role of media coverage, and the influence of
community engagement initiatives. Understanding how different demographics per-
ceive and interact with Al-driven services is also essential. Furthermore, research
should investigate the long-term societal impacts of generative Al, including its
effects on labor markets, democratic processes, and social cohesion. For example,
studies could examine how generative Al might automate jobs currently performed
by public sector employees and what retraining or upskilling programs might be
necessary. Research should also investigate the potential for generative Al to be
used for malicious purposes, such as creating deepfakes or spreading disinforma-
tion, and how governments can mitigate these risks. This includes exploring the
development of detection technologies and legal frameworks for addressing harm-
ful uses of AL

Understanding these complex issues is essential for developing effective and
responsible Al governance frameworks. Technical considerations, such as
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algorithm design and data privacy, and social and ethical dimensions, such as fair-
ness, accountability, and transparency, are foundational to responsible Al gover-
nance. Interdisciplinary research, bringing together computer science, law, ethics,
and social sciences experts, is crucial for addressing these multifaceted challenges.
Finally, research should explore the development of specific tools and methodolo-
gies for auditing Al systems and ensuring their compliance with ethical guidelines
and legal regulations. This could include developing standardized metrics for evalu-
ating algorithmic fairness, creating frameworks for assessing Al systems’ societal
impact, and designing mechanisms for public participation in Al governance.
Further research should also explore the role of international cooperation in Al gov-
ernance, given the transboundary nature of many Al-related challenges. This
includes examining the potential for international agreements and developing
shared standards and best practices.
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